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What Associations need to Know 
About the Federal “Red Flags Rule”
The Red Flags Rule is a regulation published by the Federal Trade 
Commission (FTC) under its consumer protection authority to compel 
businesses to develop written plans to combat identity theft. It was cre-
ated under the authority of the Fair and Accurate Credit Transactions 
Act (FACTA) and the federal Fair Credit Reporting Act (FCRA).

 This federal regulation could expose associations and managers to 
significant liability. If your association accepts installment payments 
for assessments, special assessments, capital assessments, and reserve 
assessments, or if there’s a reasonable risk of identity theft of consum-
er data—which depends on such factors as the size of the association, 
number of employees with access to association member financial 
records, and frequency of financial transactions with members—your 
association most likely falls under the rule.

 We’ll explain what the Red Flags Rule is and provide guidance 
for becoming compliant. This is especially important as enforcement 
of the regulation starts on Jan. 1, 2011. We’ll also give you a Model 

f e a t u r e

(continued on p. 2)

new AdA Requirements May Affect 
Association Pools
The Americans with Disabilities Act (ADA) applies to “public places” 
and not to private communities. However, if your community allows 
public use of its swimming pool or other facilities, you may be subject 
to the ADA and its most recent revisions.

 In 2010, the U.S. Department of Justice issued final regulations 
revising Title II and III of the ADA, including the ADA Standards for 
Accessible Design. The revised regulations will take effect March 15, 
2011, and compliance must be achieved by March 15, 2012.

 Under the revised regulations, in addition to communities that 
allow public use of their facilities, the changes now provide that condo-
minium properties that operate like hotels are subject to Title III of the 
ADA. Therefore, if your community offers units for short-term use to 
non-owners, this may now make the community subject to the ADA.

(continued on p. 6)
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nevada Ruling Limits 
Collection Agency Fees
Nevada Financial Institutions Division 
Commissioner George Burns recently 
ruled that collection agencies for com-
munity associations in Nevada can no 
longer charge excessive fees. The deci-
sion limits collection agencies to nine 
months of back association dues and 
permits fees only as outlined under state 
laws. Any added fees or charges must 
first be approved by the association.
 This ruling came in response to mem-
bers’ claims that collection agencies add 
or inflate fees without the associations’ 
knowledge. This problem became more 
apparent last year as new state laws gave 
associations more authority in collect-
ing delinquent fees. The expanded col-
lection rules were meant to encourage 
better maintenance of neglected prop-
erties in order to prevent blight and 
depressed home values. Nevada had 
the nation’s highest state foreclosure 
rate in October, with one in every 79 
homes receiving a foreclosure notice—
nearly five times the national average, 
RealtyTrac.com reports.



Policy: Set Procedures for Association’s Identity Theft Prevention 
Program, which you can incorporate in your FTC-mandated written 
programs.

What is the FACtA Red Flags Rule?
The Red Flags Rule requires financial institutions and creditors that 
have “covered accounts” to develop and implement written identity 
theft prevention programs. The purpose of those identity theft pro-
grams is to help identify, monitor for, detect, and respond to patterns, 
practices, or specific activities—known as “red flags”—that could 
indicate that an instance of identity theft has occurred or might occur 
in the future.

 Red flags include unusual account activity, fraud alerts on a con-
sumer report, or attempted use of suspicious account application 
documents, as well as other atypical, strange, or suspicious activity 
related to an individual’s personal information.

 Five general red flag categories and 26 specific potential red flags 
events are identified by the FTC in a supplement to the regulation. 
The general categories include:
 ■ Alerts, notifications, or warnings from a consumer reporting 
agency;
 ■ Suspicious documents;
 ■ Suspicious personally identifying information, such as a suspi-
cious address;
 ■ Unusual use of—or suspicious activity relating to—a covered 
account; and
 ■ Notices from customers, victims of identity theft, law enforce-
ment authorities, or other businesses about possible identity theft in 
connection with covered accounts.

Who is Covered by the Rule?
Financial institutions and creditors are covered by the rule. While 
determining what is a financial institution is fairly straightforward, 
defining a creditor under the rule is more complicated. Under the Red 
Flags Rule you are a creditor if you:
 ■ Extend, renew, or continue credit;
 ■ Arrange for someone else to extend, renew, or continue credit; or
 ■ Are the assignee of a creditor who is involved in the decision to 
extend, renew, or continue credit.

 Under the Red Flags Rule, “credit” means an agreement in which 
payment is deferred or made subsequent to the purchase of property 
or services.

What is a Covered Account?
If you are a covered financial institution or creditor, the second test 
for determining whether the Red Flags Rule applies to your associa-
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M o D e l  P o l i c y

set Procedures for Association’s identity theft Prevention Program
The following policy is based on guidance provided by the Federal Trade Commission. Ask your attorney to 
adapt it to your association’s needs.

i. identiFying ReLevAnt Red FLAgs

While providing community services to members, the Asso-
ciation may encounter inconsistent or suspicious documents, 
information, or activity that suggests the possibility of iden-
tity theft. The following are identified as potential red flags:

1. Notice from a member, a victim of identity theft, a law 
enforcement agency, or someone else that an account 
has been opened or used fraudulently.

2. A dispute of a bill or assessment by a member who claims 
to be the victim of any type of identity theft.

3. Suspicious documents, such as paperwork that appears 
altered or forged, and information on the identification 
that is inconsistent with other information, like a signa-
ture card or recent check.

4. Suspicious personally identifying information, such as 
inconsistencies with what is already known and incon-
sistencies in the information the member has already 
provided.

5. Suspicious account activity, such as an account that is 
used in a way that is inconsistent with established pat-
terns, an account that has been inactive for a long time that 
is suddenly used again, and information that the member 
is not receiving his account statements in the mail.

6. [Insert other relevant items here.]

ii. deteCting Red FLAgs

Employees of the Association will be alert for discrepancies 
in documents and member information that suggest risk of 
identity theft or fraud. The Association staff will verify the 
member’s identity and address before providing and billing 
for services.

Specifically, the procedures for detecting red flags are as 
follows:

1. When somebody notifies the Association that an account 
has been opened or used fraudulently, employees are 
required to report such notifications to their immediate 
supervisor or the designated privacy official. If reported 
to a supervisor, that supervisor should relay the informa-
tion to the privacy official.

2. When verifying the identity of a member who is opening 
a new account, Association staff are required to obtain 
a name, address, and identification number, and, for 
in-person verification, to check a current government-
issued identification card, such as a driver’s license or 
passport.

3. Regarding existing accounts, the Association staff is 
expected to verify the identification of members who 
request information, and verify the validity of change-
of-address requests and changes in banking information 
given for billing purposes.

4. In general, Association staff should be alert for the pos-
sibility of identity theft in the following situations: 

■ The photo identification submitted by the member 
does not resemble the member.

■ Identifying information submitted by the member 
appears to be altered or forged.

■ Information on one form of identification the mem-
ber has submitted is inconsistent with information 
on another form of identification or with information 
already in the records kept by the Association.

■ An address or telephone number is discovered to be 
incorrect, nonexistent, or fictitious.

■ The member fails to provide identifying information 
or documents.

■ The member’s signature does not match a signature 
in the member’s records.

5. [If programs/tools are already being used to mitigate 
identity theft, list such tools here.]

iii. ResPonding to Red FLAgs

A. If any employee of the Association detects fraudulent 
activity or if a member claims to be a victim of identity 
theft, the Association will respond to and investigate the 
situation. If potentially fraudulent activity (a red flag) is 
detected by an employee of the Association:

1. The employee should gather all documentation and 
report the incident to his or her immediate supervi-
sor or the designated privacy official. If reported to a 
supervisor, that supervisor should relay the informa-
tion to the privacy official.

2. The privacy official will determine whether the activ-
ity is fraudulent or authentic. 

3. If the activity is determined to be fraudulent, then 
the Association should take immediate action, which 
may include the following:
■ Canceling the transaction;
■ Closing an existing account;
■ Reopening an account with a new account 

number;
■ Not opening a new account;
■ Not trying to collect on an account or not selling 

an account to a debt collector;
■ Notifying appropriate law enforcement;
■ Notifying the affected member; and
■ Changing any passwords or other security devic-

es that permit access to accounts.

B. If a member claims to be a victim of identity theft, the fol-
lowing procedures should be followed:

1. The member should be encouraged to file a police 
report for identity theft if the member has not done 
so already.

PRoCeduRes PoLiCy — identity theFt PRevention PRogRAM

(continued on p. 4)
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2. The member should be encouraged to complete the 
ID Theft Affidavit developed by the Federal Trade 
Commission, along with supporting documentation.

3. The Association will compare the member’s docu-
mentation with personal information in the mem-
ber’s records.

4. If, following an investigation, it appears that the mem-
ber has been a victim of identity theft, the Association 

will promptly consider what further remedial act/noti-
fications may be needed under the circumstances.

5. If, following an investigation, it does not appear 
that the member has been a victim of identity theft, 
the Association will take whatever action it deems 
appropriate.

PRoCeduRes PoLiCy — identity theFt PRevention PRogRAM (continued)

tion is: Does your association have 
covered accounts? There are two 
types of covered accounts:
 ■ A consumer account that 
involves multiple payments or 
transactions, such as credit card 
accounts, mortgage loans, car 
loans, margin accounts, cell phone 
accounts, utility accounts, and 
checking or savings accounts; or
 ■ An account where there is 
a reasonably foreseeable risk of 
identity theft. Coverage here can 
be triggered by the vulnerability of 
the business due to business type, 
size, or available resources, along 
with other factors.

 It is likely that if a community 
association is considered a credi-
tor, it also will be found to have 
covered accounts under the rule.

how the Rule Applies to 
Associations, Management 
Companies
Unfortunately, the regulation 
doesn’t specifically name commu-
nity associations and management 
companies as examples of covered 
businesses or exempt businesses. 
While an association is not gener-
ally thought of as a creditor, the 
FTC has stated that it will take a 
broad view of the term.

 An association may be deemed 
to extend credit any time it enters 
into a partial payment agreement 

with a member. In other words, 
community associations that offer 
“bill me later” options, installment 
plans, or similar deferral of pay-
ments for assessments or other pay-
ments may be covered by the rule.

 Although it is unknown wheth-
er the FTC will actually enforce 
this regulation against associations 
and management companies, asso-
ciations should consider coming up 
with a policy that meets the stan-
dards of the Red Flags Rule. This 
will ensure compliance as well as 
implement a best practice for han-
dling members’ financial data.

Requirements for Covered 
Associations
If applied to associations and 
management companies, the rule 
requires written plans outlining 
what the association is doing to 
identify red flags indicating a pos-
sible identity theft problem, and to 
state how it aims to prevent iden-
tity theft.

 A valid program, as outlined 
in our Model Policy, must include 
“reasonable policies and proce-
dures” to achieve the following:

 Identify relevant “red flags” for 
new and existing covered accounts. 
That is, identify the red flags of 
identity theft that are most rele-
vant to the organization’s particu-
lar business and incorporate those 
red flags into the program.

 Detect red flags that have been 
incorporated into the program. Set 
up procedures to detect those red 
flags in the organization’s day-to-
day business.

 Prevent and mitigate identity 
theft. Respond appropriately to 
any red flags that are identified 
and subsequently detected.

 Update the program. Review 
and update the program periodi-
cally, at least annually, to reflect 
changes in risks to customers or 
to the safety and soundness of the 
creditor from identity theft.

 The rule also requires approval 
of the procedures by the board of 
directors or an appropriate com-
mittee of the board for any enti-
ty covered, oversight of service 
providers who deal with covered 
accounts, and appropriate train-
ing. Annual reports to the board 
or senior management are also 
mandated.

 The FTC has created an inter-
active form for businesses and 
organizations at low risk for iden-
tity fraud to assist them in devel-
oping an appropriate identity theft 
prevention program. The form can 
be found at www.ftc.gov/bcp/edu/
microsites/redflagsrule/RedFlags_
forLowRiskBusinesses.pdf.

www.communityassociation 
insider.com

Search our Web Site by Key Words: 
new regulations; identity theft; Red 
Flags Rule; FACTA; FCRA

Red Flags Rule  
(continued from p. 2)
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➤ Member Allowed to Keep Pet Bird
Facts: A property manager wrote to a member, 
asserting that she was in violation of the community’s 
governing documents by keeping a bird in her con-
dominium and permitting it to chatter and whistle to 
the annoyance of other members. She was given two 
weeks to remove the bird or the association board 
would begin fining her $10 per day. The manager 
again wrote to her a month later, notifying her that 
fines were being assessed against her unit at the rate 
of $10 per day. He also advised her that when the 
fines totaled $300, the board would instruct the asso-
ciation’s attorneys to file a lien on her condominium.

 The association’s governing documents state, “No 
bird, reptile, or animal of any kind shall be raised, 
bred, or kept in any Unit or anywhere else upon the 
Property except that dogs, cats or other household 
pets are permitted, not to exceed two in the aggre-
gate, provided that they are not kept, bred or main-
tained for any commercial purpose, are housed 
within the Unit and abide by all applicable Rules and 
regulations.”

 Eventually, the association’s attorney wrote to 
the member informing her that the association con-
tinued to receive complaints from other unit owners 
about her bird, which he described as a “nuisance.” 
He demanded removal of the bird within 14 days. If 
the member didn’t comply, the association would avail 
itself of the remedies allowed by the governing docu-
ments. He notified her that the board proposed to sus-
pend her membership privileges. Finally, he informed 
her of her right to alternate dispute resolution (ADR).

 The member then applied for ADR. The com-
munity’s ADR policy affords parties a three-stage 
procedure for resolving disputes: informal media-
tion, followed by formal mediation, and then binding 
arbitration. At the informal mediation, the member 
stated her intent to not remove the bird. The media-
tion was unsuccessful, and, as a result, the board gave 
formal notice of suspension of membership privileges 
and the continuing imposition of fines. Soon after, 
the association filed a lawsuit against the member. 
The trial court ruled in favor of the association, and 
the member appealed.

Ruling: A New Jersey appeals court reversed the 
lower court’s decision.

Reasoning: The court ruled that the association’s 
restrictive covenant permits “household pets,” and 

because that term is commonly understood to include 
birds, the court ruled in favor of the member.

 According to the governing documents, the sub-
jects of the prohibition are “birds, reptiles, and ani-
mals of any kind.” These are broad and sweeping 
classes and kingdoms of living things. The prohibi-
tion is a complete independent clause. Following the 
prohibition, the rules provided for an exception for 
“dogs, cats or other household pets.” The exception 
can readily be considered as an exception to the pro-
hibition—that is, to the entirety of the independent 
clause, not just the third subject of the prohibition, 
“animal of any kind.”

 As a result, the only limitation on the keeping of 
pets is that the pet be a dog, a cat, or other household 
pet as that term is commonly understood. Under New 
Jersey regulations, the member does not need a spe-
cial permit to keep her parrot as a pet, and, therefore, 
it qualifies as a household pet.

■ Breakwater Cove Condominium Assoc. v. Chin, December 2010

➤  Association Responsible for  
Leaky sewer Pipe

Facts: A member had a leaky sewer pipe two feet 
beneath the concrete slab underlying his condomin-
ium. The leak was discovered when liquid seeped up 
into the floors and carpet of the member’s unit. The 
leak was reported to the association’s president, who 
called property management, who then sent a plumb-
er to make repairs.

 The repairs were extensive, costing about $15,000. 
It was necessary to cut through the member’s floor, 
jackhammer the concrete slab underneath, and trench 
out and replace the 50 feet or so of sewer pipe that con-
nected the member’s condo with the main service line. 

 The association said the member was responsible 
for the repair bill on the theory that the sewer pipe 
was an “exclusive use common area,” such as a park-
ing space or patio for which he was responsible. The 
member would not pay, and the association filed a 
lawsuit. A trial court declared that the association 
was responsible for the repair cost, and the associa-
tion appealed.

Ruling: A California appeals court agreed with the 
lower court’s decision.

r e c e n t  c o u r t  r u l i n g s

(continued on p. 6)
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Regulation enforcement
ADA regulations are enforced 
directly and indirectly. Most direct 
enforcement is a result of civil law-
suits initiated by an individual who 
sues for noncompliance. If the indi-
vidual prevails, the court usually 
issues a court order that requires 
the defendant to remedy the viola-
tion and to reimburse the individu-
al for his attorney’s fees. There are 
generally no monetary awards pro-
vided to the victorious individual.

 The ADA is also enforced indi-
rectly by requiring compliance 
prior to receiving licenses, certifi-
cations, or grants from prevailing 
authorities. For example, in most 
localities, any new construction 
or building modification will not 
receive a certificate of occupancy 
without meeting all relevant ADA 
requirements. And many states 
will adopt the latest guidelines into 
their state or local building codes.

does your Community Pool 
have to Comply?
Entities affected by the 2010 
revised regulations generally fall 
under either Title II or Title III of 
the ADA. Title II impacts com-
mercial facilities, whereas Title III 

affects private entities. Title III 
outlines regulations for any private 
entity or residential dwelling, such 
as a private residence, an apart-
ment complex, a condominium, or 
a community association.

 As mentioned before, the ADA 
does not affect any type of private 
community such as a condomini-
um or a homeowners association. 
However, if a condominium or 
homeowners association operates 
an element of public accommoda-
tion within its premises, this ele-
ment would be subject to ADA 
regulations. Also, the entity will be 
deemed a place of public accom-
modation, and therefore subject 
to the ADA, when it “affects com-
merce” and is “open to the public.” 
Any exchange of money is likely to 
be found to “affect commerce.”

 Here are some examples of 
situations where a community 
association would fall under ADA 
regulations with respect to swim-
ming pools:
 ■ An association pool is used 
for swimming competitions that 
are open to competitors from out-
side the association. This situation 
would also be considered offering 
a public accommodation.

 ■ A condominium association 
actively rents out its units when 
owners are absent, including adver-
tising, taking reservations over the 
phone, and providing either meals 
or housekeeping services. In this 
instance, the condominium would 
be considered a hotel.

specific Compliance 
Requirements
The swimming pool guidelines 
that are now part of the ADA law 
are virtually the same for both 
Public Entities (Title II) and Pub-
lic Accommodations (Title III) 
facilities. They stipulate that any 
pool with under 300 linear feet of 
pool wall must provide one means 
of access, and that means must be 
either a pool lift or a sloped entry. 
In addition, any pool that has over 
300 linear feet of pool wall must 
provide two means of access, one 
of which must be either a pool lift 
or sloped entry.

 The second means of access for 
large pools can be any of the five 
designated means of access, which 
are: pool lifts, sloped entries, 
transfer walls, transfer systems, 
or accessible pool stairs. A pool 
lift consists of a mechanized chair 

New Regulations (continued from p. 1)

Reasoning: Under the association’s governing docu-
ment, sewer pipes are not within any individual own-
er’s separate interest. It states, “The following are not 
a part of the Unit: roofs, foundations, below finished 
pad elevation, pipes, ducts, flues, chutes, conduits, 
wires and other utility installations wherever located, 
except the portions thereof located within the physi-
cal boundaries of the Unit.”

 The court concluded that the portion of piping con-
necting the member’s condo with the sewer system is 
not an exclusive use common area. This was confirmed 
by language in the governing documents that indicate 
that common areas—including exclusive use com-

mon areas—are areas to which owners generally have 
access. The governing documents preclude individual 
members from any “obstruction of the common area 
without prior consent of the Board.” It also precludes 
any “noxious or offensive activity” in any common 
area. And significantly, it provides: “Nothing shall be 
altered or constructed in or removed from the common 
area, except upon the written consent of the Board.”

 The court found this language to be perfectly con-
sistent with normal patio and garage use. It is not 
consistent with the idea that individual unit owners 
somehow control the sewer lines beyond the boundar-
ies of their units.
■ Dover Village Assoc. v. Jennison, November 2010

Recent Court Rulings (continued from p. 5)
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➤ AlTeRATIonS
“Recent Court Rulings: Member Knowingly 
Exceeded Construction Height Guidelines,” 
April, p. 7.

“Recent Court Rulings: Member’s Architec-
tural Improvements May Be Allowed,” Feb., 
p. 6.

“Recent Court Rulings: Permission for Unit 
Addition Can Be Granted without Amending 
Governing Documents,” May, p. 7.

➤ ColleCTIonS
“Dos & Don’ts: Offer Assessment Deferral 
Program to Financially Struggling Active-Duty 
Military Members,” March, p. 7.

“Recent Court Rulings: Management Company 
Not Deemed a Debt Collector,” March, p. 5.

“Recent Court Rulings: Manager Not Considered 
Debt Collector Under FDCPA,” Aug., p. 5.

“Recent Court Rulings: Members May Not Be 
Required to Pay Quarterly Assessments,” 
July, p. 5.

➤ ConTRACToRS
“Best Practices: Conduct Legal Checkup of 
Swimming Pools to Avoid Liability,” June, p. 1.

“Dos & Don’ts: Require Contractors, Mainte-
nance Staff to Follow New Lead Paint Rule,” 
March, p. 6.

“Important Points to Include in Your Repointing 
Contract,” Sept., p. 1.
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“Three Tips for Avoiding Liquor Liability at 
Community Events,” May, p. 1.
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that lifts a seated disabled person 
and places him in the pool. And 
a transfer wall is a wall along an 
accessible route that allows a per-
son to leave a mobility device and 

transfer onto the wall and then 
into a pool or spa.

 The criteria that each of these 
means of access must meet can 
be found in chapter 10, section 

1009 of the revised ADA guide-
lines. For more information you 
can visit the official online ver-
sion of the 2010 ADA Standards 
for Accessible Design at www.ada.
gov/2010ADAstandards_index.htm.
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